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Interconnecting Cisco Networking Devices Part 1

Exam Number 640-822 ICND1
Last day to test: September 30, 2013

Associated
Certifications

CCENT
CCNA Routing and Switching
CCNA Security
CCNA Service Provider Operations 
CCNA Voice 
CCNA Wireless

Duration 90 Minutes (40-50 questions)

Available Languages English, Japanese, Spanish, French, Portuguese

Register Pearson VUE

Exam Policies Read current policies and requirements

Exam Tutorial Review type of exam questions

New version of ICND1 Exam Is Now Available
Beginning October 1, 2013, the 100-101 ICND1 exam will be the only exam
available for registration. Candidates who register for the 100-101 ICND1 exam
should prepare using 100-101 ICND1 exam topics.

The following topics are general guidelines for the content likely to be included
on the Interconnecting Cisco Networking Devices Part 1 exam. However, other
related topics may also appear on any specific delivery of the exam. In order to
better reflect the contents of the exam and for clarity purposes, the guidelines
below may change at any time without notice.

Describe the operation of data networks.

Describe the purpose and functions of various network devices

Select the components required to meet a given network specification

Use the OSI and TCP/IP models and their associated protocols to explain
how data flows in a network

Describe common networking applications including web applications

Describe the purpose and basic operation of the protocols in the OSI and
TCP models

Describe the impact of applications (Voice Over IP and Video Over IP) on a
network

Interpret network diagrams

Determine the path between two hosts across a network

Describe the components required for network and Internet communications

Identify and correct common network problems at layers 1, 2, 3 and 7 using
a layered model approach

Differentiate between LAN/WAN operation and features

Implement a small switched network

Select the appropriate media, cables, ports, and connectors to connect
switches to other network devices and hosts

Explain the technology and media access control method for Ethernet
technologies

Explain network segmentation and basic traffic management concepts

Explain the operation of Cisco switches and basic switching concepts

Perform, save and verify initial switch configuration tasks including remote
access management

Verify network status and switch operation using basic utilities (including:
ping, traceroute,telnet,SSH,arp, ipconfig), SHOW & DEBUG commands

Implement and verify basic security for a switch (port security, deactivate
ports)

Identify, prescribe, and resolve common switched network media issues,
configuration issues, autonegotiation, and switch hardware failures

Implement an IP addressing scheme and IP services to meet
network requirements for a small branch office

Describe the need and role of addressing in a network

Create and apply an addressing scheme to a network

Assign and verify valid IP addresses to hosts, servers, and networking
devices in a LAN environment

Explain the basic uses and operation of NAT in a small network connecting
to one ISP

Describe and verify DNS operation

Describe the operation and benefits of using private and public IP
addressing

Enable NAT for a small network with a single ISP and connection using
SDM and verify operation using CLI and ping

Configure, verify and troubleshoot DHCP and DNS operation on a router.
(including: CLI/SDM)

Implement static and dynamic addressing services for hosts in a LAN
environment

Identify and correct IP addressing issues

Implement a small routed network

Describe basic routing concepts (including: packet forwarding, router lookup
process)

Describe the operation of Cisco routers (including: router bootup process,
POST, router components)

Select the appropriate media, cables, ports, and connectors to connect
routers to other network devices and hosts

Configure, verify, and troubleshoot RIPv2

Access and utilize the router CLI to set basic parameters

Connect, configure, and verify operation status of a device interface

Verify device configuration and network connectivity using ping, traceroute,
telnet, SSH or other utilities

Perform and verify routing configuration tasks for a static or default route
given specific routing requirements

Manage IOS configuration files (including: save, edit, upgrade, restore)

Manage Cisco IOS

Implement password and physical security

Verify network status and router operation using basic utilities (including:
ping, traceroute,telnet,SSH,arp, ipconfig), SHOW & DEBUG commands

Explain and select the appropriate administrative tasks
required for a WLAN

Describe standards associated with wireless media (including: IEEE WI-FI
Alliance, ITU/FCC)

Identify and describe the purpose of the components in a small wireless
network. (including: SSID, BSS, ESS)

Identify the basic parameters to configure on a wireless network to ensure
that devices connect to the correct access point

Compare and contrast wireless security features and capabilities of WPA
security (including: open, WEP, WPA-1/2)

Identify common issues with implementing wireless networks

Identify security threats to a network and describe general
methods to mitigate those threats

Explain today's increasing network security threats and the need to
implement a comprehensive security policy to mitigate the threats

Explain general methods to mitigate common security threats to network
devices, hosts, and applications

Describe the functions of common security appliances and applications

Describe security recommended practices including initial steps to secure
network devices

Implement and verify WAN links

Describe different methods for connecting to a WAN

Configure and verify a basic WAN serial connection

IT Certification and Career Paths

640-822 ICND1

Contacts  | Feedback  | Help  | Site Map  | Terms & Conditions  | Privacy Statement  | Cookie Policy  | Trademarks

HOME

TRAINING & EVENTS

TRAINING & CERTIFICATIONS

EXAM INFORMATION

CERTIFICATION EXAMS

640-822

Basics Exam Topics Recommended Training Additional Resources

Information For
Small Business
Service Provider
Executives
Home (Linksys)

Contacts
Contact Cisco
Find a Partner

News & Alerts
Newsroom
Blogs
Newsletters
Field Notices
Security Advisories

Technology Trends
Cloud
IPv6
Open Network Environment
Trustworthy Systems

Support
Downloads
Documentation

Communities
Developer Network
Learning Network
Support Community

About Cisco
Investor Relations
Corporate Social Responsibility
Environmental Sustainability
Tomorrow Starts Here
Career Opportunities

Programs
Cisco Powered
Financing Options

Industries

Video Portal

http://www.vue.com/cisco/
http://www.cisco.com/web/learning/exams/policies.html
http://www.cisco.com/web/learning/wwtraining/certprog/training/cert_exam_tutorial.html
http://www.cisco.com/web/learning/exams/list/icnd1b.html
http://www.cisco.com/web/learning/exams/list/icnd1b.html#~Topics
http://www.cisco.com/cisco/web/siteassets/contacts/
https://secure.opinionlab.com/ccc01/o.asp?id=jBjOhqOJ
http://www.cisco.com/web/help/
http://www.cisco.com/web/siteassets/sitemap/index.html
http://www.cisco.com/web/siteassets/legal/terms_condition.html
http://www.cisco.com/web/siteassets/legal/privacy.html
http://www.cisco.com/web/siteassets/legal/privacy.html#cookies
http://www.cisco.com/web/siteassets/legal/trademark.html
http://www.cisco.com/en/US/hmpgs/index.html
http://www.cisco.com/web/learning/index.html
http://www.cisco.com/web/learning/training-index.html
http://www.cisco.com/web/learning/exams/index_e.html
http://www.cisco.com/web/learning/exams/list.html
http://www.cisco.com/web/learning/exams/list/icnd1.html
http://www.cisco.com/web/learning/exams/list/icnd1.html#oview
http://www.cisco.com/web/learning/exams/list/icnd1.html#topics
http://www.cisco.com/web/learning/exams/list/icnd1.html#train
http://www.cisco.com/web/learning/exams/list/icnd1.html#resources
http://www.cisco.com/en/US/netsol/index.html
http://www.cisco.com/cisco/web/solutions/small_business/index.html
http://www.cisco.com/en/US/netsol/ns341/networking_solutions_service_provider_home.html
http://www.cisco.com/en/US/netsol/ns1168/index.html
http://home.cisco.com/
http://www.cisco.com/cisco/web/siteassets/contacts/index.html
http://www.cisco.com/cisco/web/siteassets/contacts/index.html
http://tools.cisco.com/WWChannels/LOCATR/openBasicSearch.do
http://newsroom.cisco.com/
http://newsroom.cisco.com/
http://blogs.cisco.com/
http://www.cisco.com/offer/subctr/nl/190612_1
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html
http://www.cisco.com/en/US/products/products_security_advisories_listing.html
http://www.cisco.com/web/solutions/tech_trends.html
http://www.cisco.com/web/solutions/trends/cloud/index.html
http://www.cisco.com/web/solutions/trends/ipv6/index.html
http://www.cisco.com/web/solutions/trends/open_network_environment/index.html
http://www.cisco.com/web/login/index.html?Referrer=/docs/web/solutions/trends/trustworthy_systems/index.html
http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/cisco/pub/software/portal/select.html?i=!ch
http://www.cisco.com/cisco/web/psa/default.html
http://www.cisco.com/web/communities/index.html
http://developer.cisco.com/
https://learningnetwork.cisco.com/index.jspa?ciscoHome=true
https://supportforums.cisco.com/index.jspa
http://www.cisco.com/web/about/index.html
http://investor.cisco.com/
http://csr.cisco.com/
http://csr.cisco.com/pages/environment
http://www.cisco.com/web/tomorrow-starts-here/index.html?CAMPAIGN=tomorrowstartshere&COUNTRY_SITE=us&POSITION=link&REFERRING_SITE=Cisco.com+homepage&CREATIVE=homepage+fat+footer
http://www.cisco.com/web/about/ac40/about_cisco_careers_home.html
http://www.cisco.com/web/solutions/trends/cisco-powered/index.html
http://www.cisco.com/web/ordering/ciscocapital/index.html
http://www.cisco.com/web/strategy/index.html
http://video.cisco.com/
http://www.cisco.com/en/US/hmpgs/index.html

